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ProCurve Wireless Edge Services zl Module

Moaynab ProCurve Wireless Edge Services zl ncnonb3yetca COBMECTHO C
paanonoptamu ProCurve n npepoCTaBASIET LEHTPAAM30BAHHYH HACTPOK-
Ky KOHUrypauumn becnposopHor ABC 1 ynpaBAeHUE AOMOAHUTEAbHbIMMU
dyHKUMAMM 6ecnpoBOAHOM CBA3K, YTO NO3BOASIET CO3AATb OTKA30yCTOM-
ynByto, 6e30nacHyto, MOOUABHYIO U MYABTUCEPBUCHYIO CETb. ocAe AO-
6aBAEHUA 3TOr0 MOoAYyA KommyTaTopbl ProCurve Switch 5400z| series u
Switch 8212z| no3BOASAOT ceTEBbIM aAMUHUCTPATOPaM LEHTPAAN30BaH-
HO ynpaBAsiTb 06beAMHEHHOW NPOBOAHOM M BECMPOBOAHON CETEBOM
MHOPACTPYKTYPOM C MOMOLLIbIO KOMMAEKTa NPOrpamMmM CETEBOrO ynpaBAe-
HUA ProCurve Manager. Takol LeHTpaAM30BaHHbIWM NOAXOA K YNPaBAEHUIO
NPOBOAHbIMU M BECMPOBOAHBIMU CETAMM YNPOLLIAET NPOLIECC HACTPONKM
ycTponcTtB. OH NO3BOASET OTCAEXUBATb CETEBbIE YrPO3bl B MPOBOAHbIX U
6eCnpPOBOAHbIX CETSX, a TAKXe aAMUHUCTPUPOBATbL CUCTEMbI Be3sonac-
HOCTWU U MOAUTUKM NOAb30BATEAEN HA OCHOBE POAEM, KOTOPbIE MPUMEHS-
FOTCS1 Ha rpaHuLIE CETU, HE3ABMCUMO OT crnocoba n MecTa NOAKAIOUEHUSA
NOAb30BaTENEN K CETH.
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Bo3moXHOCTM 1 N penmyLLecTBa

Mo6uabHOCTb

BHeaApeHWe paanonopTtoB 3-ro YpOBHSA: BHEAPEHWE
B MacliTabax BCEN CeTU U aBTOMAaTUYeckasn KOH-
ourypaums papnonoptoB ProCurve no3BoAArOT
6bICTPO pPa3BepPHYTb HECMPOBOAHYIO AOKAAbHYIO
CeTb C MMHUMAaAbHOW peopraHu3aumen ceTu.
Baaroaaps BO3MOXHOCTM BHEAPEHMS PAAMOMNOPTOB
Ha 3-M ypoBHe obecrneumBaeTcs ObICTPbIN CETEBOM
POYMUHTI 6ECNPOBOAHOM CETU AN 0becneyeHust
HenpepbIBHOM PaboTbl NPUAOXKEHHS.

Mo6UAbHbIV AOMEH 3-TO YPOBHSA: ECAU MOAYAU
ProCurve Wireless Edge Services zl HacTpau-
BalOTCA Kak 4acT MOBUABHOrO AOMeHa 3-ro
YPOBHS, TO KAUEHTCKUE CETEBbIE MOAKAIOUEHUSA
COXPaHSAIOTCS BO BPEMS POYMUHIa NOAb30BaTEAEN
no rpaHULAaM NMOACETEN U OT MOAYAS K MOAYAHO.
MoOBUWABbHbIV AOMEH MOXET CoAepXaTb A0 12
moaynen ProCurve Wireless Edge Services zl.

FocteBble yyeTHble 3anucu: Moayab ProCurve
Wireless Edge Services zl obecneunaet 6e30-
nacHbIN rocTeBOM AOCTYN C ayTEHTUOUKaLMEN
yepes BeO-UHTEPDENC C MOMOLLbIO BCTPOEHHOTO
cepBepa RADIUS. Mpu co3paHnm rocTeBOM y4eTHOM
3anMcK ONPEAENAIOTCS YUETHbIE AQHHbIE
OTAEABHOrO MOAL30BaTENS (CO3AAHHBIE CAYYaNHbIM
06pa3oM MAK NMPEABAPUTEABHO ONPEAEAEHHbIE) U
ANMTEABHOCTb AOCTYNa, BKAKOUYAA BPEMS CYTOK.
MprBKMAETMU CETEBOTO AOCTYNa NpeKpaLlatoT
AEVNCTBOBATb HEMEAAEHHO MO UCTEYEHMU CpoKa
AEWNCTBUA rOCTEBOWM YYETHOM 3anmcu.

AAMMHUCTPUPOBaHWE FOCTEBBIX YUETHbIX 3anuce:
MprBHUAETMN @AMUHWUCTPUPOBAHNA FOCTEBbIX
YUETHbIX 3anucei Ha3HauatoTCs CeTEBLIM
AAMWHUCTPATOPOM U MPEAOCTABASIOT OFpaHu-
YeHHbIN AOCTYN K Beb-CTpaHuLe, HEOOXOAMMON AAA
ynpaBA€HUA TOCTEBbLIMUW YYETHbIMU 3aNMUCAMMU,
pasmelLeHHbIMK B MoayAe Wireless Edge Services
zl. AAMWUHUCTPATOPbI FOCTEBLIX YUETHbIX 3anucen
MOryT CO3AaBaTh, NevyaTtaTb U YAAAATb FOCTEBbIE
yuyeTHble 3anucu.

YnpaBaeHue

¢ LleHTpanM3oBaHHOE ynpaBAEHHUE: NPeAOCTaBASET
€AMHYI0 TOUKY HacTpoinku 6ecnpoBoaHon ABC anst
BCEW CUCTEMbI, B TOM YucAe napameTpoB SSID,
6€e30MacHOCTU 1 ayTEHTUOMKALMK, a TaKkKe
AOMOAHUTEABHbIX GYHKLUMIA BECNPOBOAHOW CBSI3N.
MapameTpbl HecnpoBoaHon ABC aBTOMaTMUeCcku
HacTpauBaloTCA AAA BblIOpPaHHbIX PAAMONOPTOB
ProCurve, uto no3BoasieT usbexatb 3aTpaT CPEACTB
W BPEMEHMU, CBA3AHHbIX C MHAMBUAYAABHOM
HaCTPOMKOM TOUEK AOCTyNa.

* BHeapeHUe 6e3 HAaCTPOMKK

- ABTOMaTHUECKan MOArOTOBKA K pabore
6ecnpoBoaHoi ABC: nocae ycTaHOBKU MOAYAS
Wireless Edge Services zI kommyTaTtop
aBTOMaTUYEeCKU HACTpanBaEeT MOAYAb ANA
06HapyXeHUs1 U ypPaBAEHUsI paaMonopTamMu
ProCurve.

- ABTOMaTHueckoe o6HapyXXeHWe papuonopToB
2-r0 YPOBHSA: NMPOCTO NOAKAKOUMTE KaXAbIM
paanonopt ProCurve K ceteBomMy nopty ¢ Power
over Ethernet, n yctpoicteo byaet
aBTOMaTUYECKM 0OHAPYXEHO M HACTPOEHO
mopynem Wireless Edge Services zl.

* Mopaepxka 6ecnpoBoaHOro sFlow: ecan BKAOUWTD
sFlow-BbIGopKy Tpaduka B 6€CNPOBOAHOM
COEAMHEHWU, TO Takne yrnpaBAAIOLLME NPUAOXKEHHUS,
kak ProCurve Manager Plus n popyrue ceteBble
aHaAn3aTopsbl ¢ dyHKuUMen sFlow, eaMHoobpasHo
oTobpaxatoT nokasatean Tpaduka B BUAUMOM
CETH, BKAKOUAA Takue nokasaTeAv NPOBOAHOW U
6eCcnpoBOAHON CETU, KaK HaMboAee aKTUBHbIE
abOHEHTbI, HaMbBOAEE aKTUBHbIE MPUAOXKEHMUS U
ceTeBble COeAMHEHUA. [TpU COBMECTHOM
ncnoabzoBaHun ¢ ProCurve Network Immunity
Manager 6ecnpoBoaHoi sFlow obecneurBaet
ObICTPYIO MAEHTUDUKALIMIO U pearnpoBaHue Ha
onpeAeneHHble CETEBbIE YPO3bl MPOBOAHbIX
1 6eCNPOBOAHbIX CETEBbLIX MOAKAKOUEHUMN.
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MNoakAOYEeHHe

* MoaAyAbHBbIE CETEBbIE COEAMHEHUA: MOAYAbHASA
KOHCTPYKLMA kommyTaTtopa ProCurve Switch cepun
5400zl n Switch 8212zl npepoctaBAfeT BbibOp
TMNa W NAOTHOCTU NOPTOB, @ TakXXe TEXHOAOTUIO
Power over Ethernet ana ynpouweHus
pa3BepTbiBaHWUA CETU C BO3MOXHOCTbIO pacLLu-
PEeHUs Mo Mepe pocTa TpeboBaHUA.

e Macwrabupyemas apxurekTypa: ceMeicTBO pa-
AvonoptoB ProCurve npepoctaBAsieT rMbKoCTb U
BbIOOP AAS PELLIEHMA LLMPOKOrO Kpyra 3aaad no
pa3BepTbiBaHUIO CeTEN. MPOEKTUPOBLLUKKU CETEN
MOryT BblGMpaTh MeXAy TMOKON KOHdUrypaumen ¢
ABYMS AMHUSAMM paanoceasu (IEEE 802.11a v IEEE
802.11¢) 1 04YEeHb 3KOHOMUYHBIM PELUEHNEM C
OAHOW AMHUWEN paamocsasun (IEEE 802.11g),

C UHTETPUPOBAHHOW UAM BHELLHEW @HTEHHOW,
a Takxe pa3AvyHble BapuaHTbl UCMIOAHEHWA AAS
pa3melleHns B oduce, B TOM YMCAE Ha MOTOAKE.

ABTOMaTHUYeckuii Bblbop kaHaaa (ACS): nomoraet
CBECTU K MUHUMYMY BHYTPUKaHaAbHbIE PaAMO-
nomexu 6aaropapsa aBTomMaTMHecKoMy Bblbopy
CBOOOAHOrO pasnokaHaaa.

Peryavpyemast BoIXOAHAs MOLLHOCTb: yrpaBAsieT
pasmMepoM COTbl B YCAOBHSIX Pa3BepTbIBaHUA CETH
C BbICOKOW MAOTHOCTbIO.

* Moaaepxka IEEE 802.11h International
Telecommunication Union (ITU): ncnoabsyet
npoTtokoAbl Dynamic Frequency Selection (DFS)
n Transmit Power Control (TCP) ans aBTOMatH-
Yeckoro BblIbopa APYroro kaHana v HaCTPOWKK
MOLLIHOCTM Nepeaaun AT MUHUMKU3aUMK NoMex
OT TaKUX CUCTEM, KaK papapbl, 06HapyXeHHble
Ha TOM XXe KaHane.

KoHdUrypaunmn AAS pa3AMUHBIX CTpaH: 6aaropaps
LLeHTPaAM30BaHHOM HACTPOMKE C NOMOLLbIO
Moayast Wireless Edge Services zI Bce paanMonopTbl
ProCurve aBTomatnuecku HactpamBatoTCs B
COOTBETCTBMUM C HOPMATUBHbIMW TPEOOBAHWUAMM
AAHHOW CTpaHbl.

OTKa30yCTOMYMBOCTb U BbiCOKasi HAAEXXHOCTb

» CamMOBOCCTaHOBAEHHUE CETU: B CAyUYae Heucnpas-
HOCTW paaMonopTa MOAYAb @BTOMATUUECKM
M3MEHSIET MOLLIHOCTb M CKOPOCTb Nepeaaun
AAHHbIX COCEAHUX paanonopToB ProCurve ans
obecneyeHuns pabotbl becnposoaHoi ABC.

O6HapyxeH1e BU-cMrHanoB U yCTpaHEHHE MOMEX:
cucTeEMa aBTOMaTUUYECKM NepeHacTpanuBaeT
KaHaAbl PaAMONOPTOB, UTOObLI U3bexaTb BAUAHUA
BHELLUHWUX U APYTMUX MOMEX, XapaKTEPHbIX AAA
6ecnpoBoaHoi cBA3n IEEE 802.11.

PesepBupoBaHWe MOAYAS: B CAyYae Heucnpas-
HocTu nepsoro moayns Wireless Edge Services zl
mMoayAb ProCurve Redundant Wireless Services zl
aBTOMATUUYECKM NPUHUMAET ynpaBAeHUe
paaMonopTamMu, KoTopble BbIAM CBA3aHbI C NEPBbIM
MOAYAEM.

PesepBupoBaHUe NUTAHWA MOAYAS: 3TOT UHTErpU-
POBaHHbIN CEPBUCHbIA MOAYAb AN KOMMYTaTOPOB
ProCurve Switch 5400zl series n Switch 8212zl
MCMOAB3YeT BAOKU NUTAHUS ropsiue 3aMeHbl AAS
obecrneyeHns NOAHOTO pe3epBUPOBaHUS U
MaKCUMaAbHOTO BpeMeHn becnepeboriHom
paboTbl.

BesonacHocTtb

* bpaHAMayap SKCNEPTHOrO YPOBHA AASl MPOBEPKU
NaKeToB: NPOBepPSET 1 OTOpachIBaET MaLlpyTH-
31pyemMble 6eCnpoBOAHbIE MaKeTbl C HEAOMNYCTH-
MbiMK drarammn TCP MAM ucnopyeHHble NakeTbl U
OCTaHaBAMBAET aTaku PacnpoCTPaHEHHbIX TUMOB,
CBSI3aHHbIE C OTKA30M B 0OCAYXMBAHUM.
OTBEprHyTble NAKeTbl PETUCTPUPYHOTCS B XypHane
C UMEHEM U BPEMEHEM aTaKMu.

MoaaepXKa CUCKOB KOHTPOAS pAocTtyna (ACL):
obecneurBaet IP-opUALTPALMIO 3-FO YPOBHS
Ha ocHoBe IP-appeca/noaceT UCTOUHUKA/
Ha3HayeHusa u Homepa nopta TCP/UDP
MCTOYHWMKa/Ha3HauYeHus.

TpaHcasiuua ceTeBbix appecoB (NAT): Bbibop
AMHaMU4YecKoro nuam ctatnueckoro NAT coxpaHsaer
nyA |P-aApecoB CETU UAM CKPbIBAET YaCTHbIN aApec
CeTeBbIX PecypcoB, Hanpumep Beb-cepBepoB,
AOCTYMHbIX MOAb30BaTEASIM FOCTEBOM UAW OTKPbLITOM
6ecnpoBoaHoit ABC.
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BO3MOXHOCTU U I penmvyLlecTBa - ABTOMarnyeckoe HasHauyeHue VLAN: noab3oBa-

TEAU aBTOMaTM4eCkn Ha3Ha4yaroTCcA COOTBET-

(|_| pOAO/VKeH Me) ctBytoLLen VLAN Ha OCHOBaHWM UX MAEHTU-

OUKAUMOHHBIX AAHHbIX, MPUHAAAEXHOCTH

PacluupeHHas ayTeHTUpUKaLUs Ha ocHoBe Be6-
K rpynnam v BPEMEHU CYTOK.

UHTepodelica: NpeAOCTaBAAET ayTEHTUGUKALIUIO

6eCcnpPoBOAHBIM KAMEHTAM, UCTIOAb3YHOLLIUM - MNpuopwvtnsaums Tpaduka: npropuTM3aLma
0603peBaTe/\b. BctpoeHHbie BeG-CTpaHVILI,bI BX0AQ, Tpadurka (QoS) aBTOMATUUECKM HAa3HaAYaEeTCs
NPUBETCTBUA U OTKa3a B AOCTyMne nomorarot ANA KQXXAOTO KAMEHTA C 6eCHDOBOAHbIM
MoAb30BaTEASIM MPU BXOAE B cuctemy. Kpome CcoeAMHEeHWeM Ha OCHOBAHWKU ero MAEHTUOU-
TOro, MOAYyAb Wireless Edge Services zl moxeTt KaLMOHHbIX A@HHbIX, MPUHAAAEXHOCTU K rpynne,
copepxaTtb Be6-CTPaHULLbl COOCTBEHHOW HACTPOMKHM MECTOMOAOXEHUA U BPEMEHU CYTOK.
WAM NepeHanpaBAsiTb NOAb30OBaTENEN Ha BEO-
CTPaHULbl ayTeHTUGUKALMKN COBCTBEHHOM - OrpaHuyeHns CKOpoCTH Nepeaaum Tpaduka:
HaCTPOIKMU Ha BHELHeM Be6-cepBepe. OrpaHUUYEHUsI BXOAHOM CKOPOCTM Nepeaayumn
ABTOMATUUYECKW MPUMEHSIOTCS K TPadUKy
BroknpoBaHue MAC-aapeca: npepoTepallaet MOAb30BaTEASl HA OCHOBaHMU €ro UAEHTU-
MOAKAKOUYEHME K CETU onpeaereHHbIx MAC- GUKALMOHHbIX AGHHbIX, MPUHAANEXKHOCTH
aApecoB. K Fpynne u BPEMEHU CYTOK.

MAC-ayteHTMdPUKauua Ha ocHoBe RADIUS: ayteH-

BesonacHsblii AOCTYN K CPEACTBaM YNpaBAEHHS:

TUOUKALINS KAMEHTa 6ECTPOBOAHOM CeTh BCe MeToAbl AocTyna, CLI, GUI 1 MIB, HaaexHO

BbIMOAHSIETCS NpK nomoLLu cepsepa RADIUS LIMPPYIOTCS C MOMOLLLIO MPOTOKOAOB SSHV2,

Ha ocHoBe MAC-appeca KAMeHTa; ata GyHKUMA SSL 1/mAn SNMPV3.

ABASETCS NOAE3HOW AAS KAMEHTOB C MUHUMAAbHbIM

WHTEPdENCOM MOAL30BATEAR MAW NPU OTCYTCTBUM * Ynpaeasitowwasn cetb VLAN: cermeHTHpyeT Tpaduk,

TaKoro UHTEPdEVica. KOTOPbIN NepepaeTca ¢ UHTePhENCOoB ynpaBAEHUS
M Ha HUX, B TOM YMCAE KOMaHAHYHO CTpoky/Telnet,

IEEE 802.1X: ayTeHTHdMKaLMa NOAb3OBATEAEN Be6-0603peBaTenb U SNMP.

Ha OCHOBEe MOPTOB C NoAAEPXKoM Extensible
Authentication Protocol (EAP) MD-5, TLS, TTLS

4 BSSID/16 SSID Ha paproKaHaA: MHOXECTBO

1 PEAP ¢ BO3MOXHOCTbIO BbiGopa AES, TKIP, 6eCrnpoBOAHbBIX AOMEHOB NEePeAaur C OTAEAbHOM

CTaTUYECKOro MAM AMHAMUYECKOTO LMbPOBaAHUSA HACTPOMKOW NapameTpos 6e30MnacHoOCTH,

WEP AASt 3aLUMTHI TPadUKa B 6€CNPOBOAHOM ayTEHTUOUKALMKN N MOAUTUKMU ANA Kaxporo SSID

COEAMHEHUM MEXAY HAAEXHBIMU KAMEHTAMM obecneyrBatoT KOHTPOAb AOCTYMNa K pecypcam CeTu

1 TOYKOMN AocTyna. Ha OCHOBE ayTeHTUdUKaLnn noAb3oBaTenem 1
YPOBHSA HAAEXHOCTHU 3aLUMUTbl MEXAY

Bo3MOXHOCTb Bbl60pa IEEE 802.11.i, Wi-Fi NOAb30BaTEASIMU 6eCnpOBOAHOP| cetn

Protected Access 2 (WPA2) uan WPA: 6r0k1poBka U CEThIO.

HeCaHKLMOHWPOBAHHOIO AOCTyNa 3a cueT
ayTeHTUdUKALMM NOAb30BaTEAEH NepeA

O6HapyxeHue coceaHel (HecaHKUMOHUPOBaHHOM)

npeAoCTaBAEHUEM UM AOCTYMNa K CETH, obecne- TOUYKU AOCTyna: MOAYAb Wireless Edge Services zl

YeHWe LIeAOCTHOCTM AaHHbIX, NepeAaBaemMbIX Mo NPEAOCTaBASAET CMIMCOK BCEX TOYEK AOCTyNa, 06-

6eCnpoBOAHOM CETH, 3@ CUET UCMOAL30BaHUS HapyXEHHbIX B 30He AeiicTBKA 6ecnposoaHoi ABC.

YCTOMYMBOrO K OLIMbKaM yAyULLIEHHOTO CTaHAApPTa O6HapyXeHHbIE TOUKM AOCTYNa AETKO

wundposaHua Advanced Encryption Standard (AES) KNaCCUPULIMPYIOTCA Kak paspeLleHHble UAK

nam Temporal Key Integrity Protocol (TKIP). HepaspelleHHble, Y4TO NO3BOAAET yNPOCTUTL Ce-
TEBON MOHWUTOPUHT «<HECAHKLMOHUPOBAHHbIX»

Be3onacHOCTb M KOHTPOAL AOCTYNa C MOMOLLbIO Touek AocTyna. Mpu 06CAYXUBAHUMU KAMEHTOB

ProCurve Identity Driven Manager (IDM) 6EeCnpOBOAHOM CETU KaxAbli paavonopt ProCurve

OAHOBPEMEHHO NPOBEPSET HAAUUME APYTUX TOUEK
ApocTyna. PapMonopTbl MOXHO HacTpauBaTh Kak
BblAEAEHHble BY-MOHUTOPbLI AN HEMPEPBLIBHOMO
KOHTpOAS BY-cpeabl.

- CMUCKK KOHTPOAS! AOCTYMNa AASl KaXKAOTO MOAbL30-
BaTeAd: paspeLuatoT UAK 3anpeLLatoT AOCTyN
noAb3oBaTenei K OTAEAbHbIM pecypcam CeTu Ha
OCHOBE YAOCTOBEPEHUS NMOAb30BATEASA U
BPEMEHU CYTOK. ITO NO3BOASIET PA3AUYHbIM
TUNaM MOAb30BATENEN (COTPYAHWKaM, noce-
TUTEASIM, BPEMEHHbIM paboTHWKaM) OAHOM ceTh
NoAy4yaTb AOCTYN K ONMpeAEeAeHHbIM CeTeEBbIM
pecypcam 6e3 pucka A 6e30nacHOCTU CeTU
VAW HECaHKLMOHWPOBAHHOIO AOCTyNa
K BaXXHbIM A@HHbIM.



ProCurve Wireless Edge Services z| Module

¢ O6HapyXeHue BTOpXeHUs No 6ecnpoBOAHON ceTh:
MoayAb ProCurve Wireless Edge Services zl
HabAtOA@ET 3a CETEBOM aKTUBHOCTLIO Becnpo-
BOAHbIX KAMEHTOB, ONPEAEAsisl MOBEAEHUE,
BPEAOHOCHOE AASt ceTU. Tpu obHapyXeHUU TaKoro
noBeAeHNsA MOAYAb BAOKMPYET 6ecrnpoBOAHOTO
KAMEHTA, PErUCTPUPYET aTaky B XypHaAe U co3paeT
SNMP-cobbiThe.

* BAOKWMpPOBKa Tpapuka MeXAY CTaHUMUAMMU: NpepoT-
BpaLLAaEeT yCTaHOBKY CBA3U MEXAY KAUEHTCKUMM
YCTPOMCTBAMM, CBA3AHHLIMU C OAHUM U TEM Xe
PaAMOMOPTOM.

* 3akpbiTas cucTeMa: orpaHUUYMBaET TPAHCAALIMIO
SSID B uensix obecneveHnsa 6e30nacHOCTH, YTobbI
CKPbITb HaAMUME BECNPOBOAHON CETU.

KauectBo ob6cayxmBaHus (QoS)

¢ Moapaepxka Wi-Fi WMM: npeaoctaBasieT GyHKLMK
QoS B 6eCnPOBOAHbIX CETSX MyTeM NPUOPUTU3ALMM
6ecnpoBOAHOrO TpaduKa OT Pa3AUYHbIX
MPUAOXEHWNA.

« Moaaepxka Spectralink Voice Priority (SVP):
HasHauyeHWe npuopuTeTa roAocoBbIM IP-nakeTam
Spectralink, oTnpaBAsembiM ¢ cepBepa
SpectraLink NetLink SVP Ha 6ecnpoBoaHble
roAOCOBblE rapHUTYpPbl Spectralink, utobbl
obecneunTb BEAMKOAENHOE KauecTBO roaoca.

» BHennaHOBOe aBTOMaTHUECKOe aHeprocbepe-
XeHue (UAPSD): npopneBaeT Cpok cAyXObl
6atapeun ana Takux yetponcts Wi-Fi, kak
rOAOCOBbIE FapHUTYPbI AAA EPeAaUn ronoca
no 6ecnpoBoaHoi cetn (VOWLAN).

KoHpurypauus

* \oKaAbHbI cepBep RADIUS: nopaepxuBaer
ayTeHTUOMKaLMIO NOAb30BATEAEN UAM YCTPOMCTB
(kak 6ecnpPOBOAHbIX, TaK U MPOBOAHbIX) C
nomoubto 802.1X, obo3peBatena uau MAC.

B kauectBe 6a3bl AAHHbIX ayTEHTUGUKALMM MOXHO
BblbpaTb Kak BCTPOEHHYHO 6a3y AaHHbIX Ha 500
YUYETHbIX 3anucen, Tak u ayTeHTudukaumto B LDAP-
COBMECTUMbIN KaTanor. B UMCAO MOAAEPXKMBAEMBIX
meTopoB EAP BxoaaT: EAP-TLS, EAP-TTLS ¢ MD5,
EAP-TTLS c PAP, EAP-TTLS ¢ GTC n EAP-PEAP ¢
MSCHAPv2.

* BcTpoeHHbIn cepsep DHCP: nocae HacTpoiku
MoayAb ProCurve Wireless Edge Services zl
oTrBeyaeT Ha DHCP-3anpochkl (Dynamic Host
Configuration Protocol) koHdurypaumm IP
NPOBOAHbIX M 6ECNPOBOAHbIX KAUEHTOB.
DHCP-cepBep npeaoCTaBASET MCXOAHYHO
KOHOUIYypaLmto, B TOM UNCAE HA3HAYEHHbIV
IP-appec 13 NyAOB CETU AW XOCTa, BPEMSA apeHABI,
LUAKO3 MO YMOAYAHUIO, AOMEHHOE UMS, appeca
DNS-cepsepa 1 napametpbl DHCP. ®yHkunn DHCP
Takxe coaepxat petpaHcaatop DHCP u
AMHamMuyeckuii DNS.

MaclutabupyeMocTb

* Macwutabupyemas eMKOCTb CETU: MoAYAb ProCurve
Wireless Edge Services zl ctaHpapTHO
obecneurBaeT NOAAEPXKY A0 12 paanonopToB
ProCurve. KoanuectBo NopAepXMBaEMbIX NOPTOB
MOXHO AErKO YBEAUUYUTL C MOMOLLBHO
npuobpeTaemMbix OTAEAbHO MAaKETOB AMLEH3WI Ha
12 naun 48 noprtos (ProCurve Wireless Services zl
Radio Port License). Moayab Wireless Services zl
MaclLuTabupyetca Ao 156 paanonopTtos ProCurve
Ha KaXAbl MOAYAb. MpU HaArunK A0 4 MOAyAeH
ProCurve Wireless Edge Services zl Ha Kaxabl
kommyTaTop 5400z series nan 8212zl kaxabln
6A0K MOXET YNpaBAsiTb B 00LLEN CAOXHOCTU 624
paavonoptamu ProCurve.

AyuLias B OTpacAu rapaHTus

« MoXHU3HeHHan rapaHTUSA: B TeueHWe BCEro cpoka
CAYXObl, aBaHCOBas 3aMeHa Ha CAEAYHOLLMIA
pabouunit AeHb (AOCTYNHA B BOAbLUMHCTBE CTPaH).

[NakeTbl CEPBUCHOIO
06CAYXMBaAHUA

0603HauYeHUs 1 onucaHue ypoBHeN 0O6CAYXUBaHUS:
www.hp.com/go/procurveservices.

AASi NOAYUYEHUST MHGOPMALIMK 06 YCAyrax U BpeMEHHU
peakuuu B BalleM pervoHe obpaTtutech B
6AMXKaliLLee TOProBoe NpeAcTaBUTEALCTBO HP.
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TEXHUYECKME XapaKTEPUCTUKU

-_E_-."

Moayab ProCurve Wireless Edge Services zl (J9051A)

dusHyecKHe XxapaKTepHUCTUKH
Pasmepsi (' x LU x B)

26,16 x 20,65 x 4,45 cm

Macca 0,93 kr
YCAOBHA OKpYXatolLen CpeAbl
Temnepatypa xpaHeHus -40..70°C

OTHOCUTEeAbHasA BA@XHOCTb XpaHeH!s

15 ... 90% (6e3 KoHAEHCaUMK)

BecnpoBoAHOH MHTepdeiic

Microsoft® Internet Explorer 5.5 nan HoBee

CTaHAaprI U NPOTOKOABI

YnpaBAeHHe ycTpoiicTBaMu
RFC 2068 Hypertext Transfer Protocol—HTTP/1.1
YnpasaeHue HTML u Telnet

T'AaBHbIE NPOTOKOABI

MpuopureT IEEE 802.1p

IEEE 802.1Q VLAN

RFC 768 UDP

RFC 783 TFTP (Bepcun 2)

RFC 791 IP

RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 854 TELNET

RFC 894 IP over Ethernet

RFC 959 File Transfer Protocol (FTP)

RFC 1541 DHCP

RFC 2030 Simple Network Time Protocol
(SNTP) v4

RFC 2784 Generic Routing Encapsulation (GRE)

RFC 3046 DHCP Relay Agent Information Option

IPv6
RFC 3162 RADIUS u IPv6

MiB
RFC 1213 MIB I
RFC 1493 Bridge MIB

Mo6unabHOCTL

IEEE 802.11a High Speed Physical Layer (noroca
5 ITw)

IEEE 802.11b Higher-Speed Physical Layer
Extension (nonoca 2,4 ITu)

IEEE 802.11g Further Higher Data Rate Extension
(nonoca 2,4 ITu)

IEEE 802.11i Medium Access Control (MAC)
Security Enhancements

CereBoe ynpaBaeHue

RFC 3164 BSD syslog Protocol
RFC 3176 sFlow
SNMPv1/v2c/v3

BesonacHocTtb

IEEE 802.1X Port Based Network Access Control

RFC 2138 RADIUS Authentication

RFC 2548 Microsoft Vendor-specific RADIUS
Attributes

RFC 2809 L2TP Compulsory Tunneling via
RADIUS

RFC 2865 RADIUS Authentication

RFC 2866 RADIUS Accounting

RFC 2867 RADIUS Accounting Modifications for
Tunnel Protocol Support

RFC 2868 RADIUS Attributes for Tunnel Protocol
Support

RFC 2869 RADIUS Extensions

RFC 2882 NAS Requirements: Extended RADIUS
Practices

RFC 3576 Dynamic Authorization Extensions to
RADIUS

RFC 3579 RADIUS Support For Extensible
Authentication Protocol (EAP)

RFC 3580 IEEE 802.1X RADIUS

RFC 4590 RADIUS Extension for Digest
Authentication

Secure Sockets Layer (SSL)

SSHv2 Secure Shell

WPA (Wi-Fi Protected Access)




Akceccyapbl ana Moayas ProCurve Wireless Edge

Services zl

ProCurve Wireless Services zl 12 RP License
(J9053A)

Avuensusa ProCurve Wireless Services zI 12 RP obecneunBaeT NoAAEPXKY
AOMOAHUTEABHBIX 12 paanonopTos ProCurve Ha moayne Wireless Edge Services
zl, MakcUMyM 156 paaronopToB AASt KAXAOTO MOAYASL.

ProCurve Redundant Wireless Services zI Module
(J9052A)

Moayab ProCurve Redundant Wireless Services zI aBTomatnyecku npuHumaet
ynpaBAeH1e paauonopTamiu ProCurve B cAyuae HEAOCTYMHOCTU MAW Heucnpas-
HocTh nepsoro moayAs Wireless Edge Services zI.

Dusnyeckue xapakrepucTukn
Paamepel (I x LU x B): 26,16 x 20,65 x 4,45 cm
Macca: 0,93 «kr

YcAoBHA OKpyXatoLLel cpeabl
Temnepatypa xpaHeHus: -40 ... 70 °C
OTHOCHTEeAbHAs BAGXHOCTb XpaHeHus: 15 ... 90% (6e3 KoHAeHcaumn)

ProCurve Wireless Services zI 48 RP License
(J9090A)

AvueHaus ProCurve Wireless Services zI 48 RP obecneunBaeT NoAAEPXKY
AOMOAHUTENBHBIX 48 paanonopTos ProCurve Ha moayAe Wireless Edge Services
zl, MakcuMyM 156 paaronopToB AASt KaXAOTO MOAYASI.



AonoAHuTeAbHaA HpopMaLma

AOMNOAHUTEABHYO MHPOPMaLumto o ProCurve
Networking cm. no aapecy: www.procurve.eu
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